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AHHOTAUUSA

Hacrosuwee PykoBoacTBO AonosHAET AoKYMeHT «XXTAN.00087-01 91 01. Kpuntollpo CSP. PykoBoacTBO
agaMuHucTtpatopa 6e3onacHocTmn. O6was yacrb» npu ncnonbsosaHmm CK3M noa ynpasneHnem OC Mac OS X.
NHCTpyKUuMM aaMmHucTpaTtopaMm 6e30MacHOCTM M NOMb30BaTesNIAM pa3MYHbIX aBTOMaTMU3UPOBAHHbIX
cucteM, ncnonbytowmnx CK3N Kpuntolpo CSP, aomkHbl pa3pabaTbiBaTbCa C Yy4eTOM TpeboBaHMIA HAaCTOSIWErO

AOKyMeHTa.
Cnuncok cokpalleHunmn
CRL Cnuncok oTo3BaHHbIX cepTudukaTton (Certificate Revocation List)
ITU-T Mex ayHapoaHbIi KOMUTET NO TenekoMMyHukaumam (International Telecommunication
Union)
IETF Internet Engineering Task Force
AC ABTOMaTU3MpOBaHHas cMcrema
APM ABTOMaTM3NpOBaHHoe paboyee MeCTo
rMa TMMOKUIM MAarHUTHbBIN ANCK
ACY JaTuuk cny4dyanHbIx Yncen
HDD XKeCTKnit MarHUTHbIN ANUCK
K1 KoHeuHbIli nonb3oBaTeNb
HCAO HecaHKLMOHMPOBaHHbIA AOCTYN
ocC OnepaunoHHas cucrtema
MAK MporpaMMHO-annapaTHbIA KOMMNIEKC
no MporpamMmMHoe ob6ecneyeHune
Perucrpauns MpucBoeHmne onpeaeneHHbix atpnbyTos (agpeca, HOMepa KNK4Ya, Npas UCNOIb30BaH WA
M T.n.) aboHeHTy
COBOKYMHOCTb MHCTPYKLUMIN U APYrOi pernaMeHTMpylowen 4oKyMeHTaumu,
PernameHT obecneumBatolen ¢ yHKLMOHMPOBaHME aBTOMATM3MPOBaHHOM CUCTEMbI BO BCEX
pexumax.
CBT CpeacrBa BblMUCIUTETIbHON TEXHUKMU
DNeKTPOHHbIA AOKYMEHT, MOATBEPXAA WM NPUHAANEXHOCTb Klo4a NpoBepKn
CepTtudukart 3M1eKTPOHHOM MOANMWUCK NN OTKPbLITOrO Kto4a W onpeaeneHHbix aTpnbyTos
KOHKpeTHOMY aboHeHTY
Mpouecc M3roToeneHs cepTndmnkaTa Karoya npoBepKn 3/1eKTPOHHO MW NOAMNUCU NN
Ceptudunkauuns
OTKpPbITOTO Kto4Ya aboHeHTa B LLeHTpe cepTudmnkaumnm
CK3M CpeacTBo KpunTorpadryeckon 3aLnTbl MHMOpMaLnm
CoC Cnuncok oTo3BaHHbIX cepTudukato (Certificate Revocation List)
cc CnpaBOYHUK cepTUDMKATOB OTKPbITbIX K/IHOYEN N KOYEN NPOBEPKM 3/1€ KTPOHHOM
noanuncn. CeTeBon CNpaBOYHUK.
uc UeHTp CepTudunkaumm (Yaocrtosepsowmn LieHTp)
P LleHTp Perucrpauunn
24 DNEeKTPOHHbIA LOKYMEHT
oM DneKTpoHHas NoANUCh
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1. OCHOBHble TexHn4yeckme AaHHble 1 xapakrepuctnku CK3U

CK3MN «Kpuntollpo CSP» pa3paboTaHO B COOTBETCTBUM C KpunTorpadpuuyeckum mHTepdeincom

dupmbl Microsoft - Cryptographic Service Provider (CSP).

1.1. MNporpamMMHO-annapaTHaa cpejna

CK3U «KpunTtollpo CSP» noa ynpasneHuem OC Mac OS X ncnonb3yeTcs B cleAyouwmnx nporpaMMHoO -

annapaTHbIX cpeaax:

Mac OS X 10.7/10.8/10.9/10.10/10.11 (x64).

Co cpokaMu sKkcnayaTaumMu onepaumoHHbIX CUCTEM, B cpefe KOTOopbIX @dyHKUMOHUpyeT CK3M, MOXHO

03HAaKOMWUTbCS MO cneaylLweMy agpecy:

<http://www.apple.com/support/>.

1.2. KntouyeBble HOCUTENN
B KauecTBe K/IlOUEBbLIX HOCUTENEN 3aKPbITbIX KloYeln 1 katoden 3 MoryT ncnonb3oBaTbCs:

-IMA 3,5”, USB gucku;

— CmapTkapTtbl GEMALTO (GemSim1, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
— USB-TokeHbl PyTokeH DUM (Flash, Bluetooth), PyTokeH Lite Novacard;

— CMapTkapTbl PyTokeH Lite SC, PytokeH 2UIM SC;

- Novacard;

— CmaptkapTtbl PUK (OCKAP 1, OCKAP 2, Marucrpa, TRUST, TRUSTS, TRUSTD);

— CMapTkapTa Y2K;

— CmapTkapTa MS_KEY K;

— ESMART Token;

- Pazpen HDD N3BM (B Windows - peectp).

1. B cocras aucrpubytmsa CK3U BxoaaT 6Mb6aMoTeKM NoAAEPXKKM BCEX NEPEUNCIEHHBIX HOCUTENEN, HO
He BxoaaT apawnBepbl ang OC. Mo BonpocaM nonyvyeHus apariBepoB Heob6xoammo obpawaTbea K
NnPon3BOAUTENSM COOTBETCTBYHLLNX YCTPONCTB.

1. XpaHeHue 3akpbITbiX kKNto4yer Ha HDD MNM3BM un USB auckax (B peectpe OC Windows, B pa3aene
HDD npwu paboTe nog ynpasneHmem gpyrux OC) sonyckaeTcs TObKO NMPU yCI0BUM pacnpoCcTpaHeHns
Ha HDD, USB aunck nnm Ha M23BM c HDD Tpeb6oBaHU N0 obpalleHnto C KNKYEBBLIMU HOCUTENSAMU
(n.6.7 XXTAMN.00087-01 91 01. PykoBoacreBo agMnHuUcTpaTopa 6e3onacHocTmn obuwias 4acrb).

2. Bce BbllwenepeyncieHHble HOCUTENN UCNOJIb3YTCA TOJIbKO B Ka4YeCTBe NaCCMBHOMO XpaHunauua
KNto4YeBon MHpopMaunm 6e3 NCnoNb3oBaHMA KpUNTorpadryecknx MEXaHM3MOB, peaM30BaHHbIX Ha
CMapT-KapTe/TOKeHe.

3. Ncnonb3oBaHmne HOoCMTENEN APYrnMX TUMNOB - TONbKO NO cornacosaHuto ¢ ®Ch Poccuu.
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2. YcraHoska guctpmbymea MO Kpurmollpo CSP

YcTaHoBKka, yaaneHue n obHosneHume MO ocyuwecTBaseTcs OT UMEHM NOMb30BaTe s, UMelLWero
npaBa aAMWHUCTpaTopa, noA YyYETHOM 3anmcblo root nam ¢ ncnonb3oBaHWMEM KOMaHAbl sudo.

CK3M Kpuntollpo CSP TpebyeT cneaywuwern nocneaoBaTesibHOCTM YCTaHOBKW: CHavana
yCTaHaB/MBAETCA MpoBangep, 3aTeM YCTaHaB/MBAOTCHA OCTaljibHble MOAyW, BXoAsWMe B COCTaB
KoMMaeKTauuu.

B OC Mac OS X pansd ycTaHOBKW, yaaneHus un ob6bHoeseHusa MO npuMEHSItoTCS MakeThl
(packages). MakeT - apxuB aucTpubyTmBa, cogepxalwui dannbl yCcTaHaBIMBAEMOro MNPUIOXKEHUS ©
danbl, UCNONb3ylOWMECS  WMHCTA/NIATOPOM  Ansl  KOHpUrypuposaHus  cpegbl.  AncTtpmbyTtms
MocTaB/ISiIeTCS B YyNakKoBaHHOM Buae, umeeT d¢opmaTt .dmg v npeactasnseT cobon obpas aucka,
codepXalwmn nakert.

Ons ynpaBneHus naketaMm UCMONb3yKTCA CTaHAapTHble CpeacTBa Afs yrnpaBieHus naketamm
Mac OS.

Ona yCTaHOBKM nakeTa 4epe3 rpaduyeckmin nHtepdenc oTKponTe ABOMHLIM WenykoMm obpas
ancka ¢ amctpumbytmBoM (dmg), a 3aTeM ABOMHbLIM wWenykoM no danny naketa (mpkg) 3anycTtute
yCTaHoBKY. [N yCTaHOBKW clefyihTe ykKasaHuaM MmacTepa. llocne 3aBeplieHuMs YCTaHOBKM MOXHO
OTMOHTUpPOBATb AUCK CTaHAapTHbiMU cpeacTtBamm OC.

[Ons yCTaHOBKM M3 KOMaHAHOW CTPOKW MPUMOHTUPYNTE AUCK:
hdiutil attach ru.cryptopro.csp-3.6.1.dmg

YcTaHoBUTE nMakeT Npu NOMOLLM CUCTEMHOM yTunauThl installer:
cd /Volumes/ru.cryptopro.csp-3.6.1
installer -pkg ru.cryptopro.csp-3.6.1.mpkg -target "/"
OTMOHTUpPYHTE OAUCK:
hdiutil detach /Volumes/ru.cryptopro.csp-3.6.1

[ns ypaneHusl naketa MCnonb3yeTcs CKpuNT uninstall_csp, KOToOpbIM NocTaBnsieTCs BMecTe C
ANCTpMBYTUBOM. HeobxoAMMO 3anyCTUTb AaHHbLIA CKPUMNT C NMpaBaMu Cyneprosib3oBaTesns.

dalinbl M3 NAaKeTOB yCcTaHaBAnBatoTCsa B /opt/cprocsp.

Maketr auctpubytuBa Kpuntollpo CSP cogepxut B cebe 6onee Menkue nakeThl,
obecneumnBarwwme paboTy pasHbiX NOACUCTEM Kpuntonposangepa. lNpu yctaHoske Kpuntollpo CSP
MOXHO BbIBOPOYHO YyCTaHaBAMBaTb 3TU nakeTbl. [lpM 3TOM HeEKOTOpble MakKeTbl SABAAKTCS
obsa3aTenibHbIMM UM B6yayT ycCTaHOBNEHbl B JO60OM criyyae, HekOoTopble — AOMOSHUTENbHLIMU U KX
MOXXHO YyCTaHaB/MBaTb WM HE yCTaHaBAMBaTb B 3aBUCMMOCTM OT MpeanosiaraeMoro UCnosib3oBaHus
Kpuntolpo CSP. KpaTkoe onuvcaHve NakeToB AaHOo B Tabnuue Ha3Ha4yeHus MakeToB.

Tabnuua 1 - HazHadyeHne NakeToB.

MMa nakeTa Ha3HauyeHune nakeTa

Ob6a3aTesnbHble MaKeTHI

CPRObase BasoBbii nakeT.

CPROrdr OCHOBHble NpUNOXeHUs, cuntbiBaTenm n ACYH.

CPROCcpl CAPILite, nporpaMmbl n 6M6MOTEKM AN BbICOKOYPOBHEBOW paboThi €

kpuntorpaduen (ceptudmkatamm, CMS...).
CPROkc1 Mpoeanaep KC1.
JononHuTenbHble NakeThbl

CPROcspd MakeT ana pa3paboTumka. NakeT 6yaeT yCTaHOBNEH MO YMOJYAHUIO.
CPROcurl YTunuta curl n 6ubnmnoTteka libcurl gna paboTbi cceTbio Cc noaaepX KoM

SSL/TLS 4epe3 Kpuntollpo CSP. MNakeT 6yaeT YyCTaHOBAEH Mo
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YMOJTHaHMUIO.

CPROp11 NHTepdenic PKCS11 ana gocryna K dykHUMSM KpunTonpoBanaepa.
MNakeT He 6yaeT yCTaHOBAEH MO YMOJIMAHMUIO.

CPROrdp Moaynu nogaepxku PCSC-cuntbiBaTenein, cmapt-kapT (PUK, Ockap,
Marucrpa...). NakeT He 6yaeT yCTaHOB/IEH MO YMOJIYAHUIO.

CPROdrvd MakeT ans paspaboTyvka ApanBepoB. [akeT He 6yaeT yCTaHOBNIEH MO
YMOJTYaHMUIO.

CPROstnl YHuBepcanbHbii SSL/TLS TyHHenb. NakeT He 6yaeT ycTaHOBMEH MO
YMOJTYaHMUIO.

CPROCAdES Kpuntolpo UM SDK (CAdES).

CPROOCSPut Bnbnnoteka n knaneHT OCSP.

CPROTSPutl Bnbnnoteka un knneHT TSP.

CPROnpcades MnaruvH npcades ana pa6oTel c O yepes 6paysep.

CPROrdemv Moaynb nogaepxkun EMV

MakeTbl MelT apxuTekTypy universal binary n cogepxaTt B cebe 32-paspsgHyto (i386) n 64-
paspaaHyto (x86_64) noacucrtemsl
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3. O6HosneHve CK3W Kpunmollpo CSP

Onsa obHoBneHua Kpuntolpo CSP HeobxoamMmo:

— 3aNOMHUTb TeKYLY KOoHurypauuo CSP:
* Habop yCTaHOBJIEHHbIX MaKeTOB;
" HaCTpPOMKM nposanaepa (ans NpOCTOTHI MOXHO COXpaHUTb
/etc/opt/cprocsp/config[64].ini);

—yAanuTb Npu nomowm ckpunta uninstall_csp, koTopbin nocTtasnsieTcsa BMecTe ¢ Kpuntollpo

CSP, Bce nakeTbl Kpuntollpo CSP;
— YCTaHOBUTb aHanorn4yHbole HoBble nakeTbl Kpuntollpo CSP;

— NpuM HeobXxoAMMOCTU BHECTW WM3MEHEHUS B HACTPOMKKM (MOXHO nocMmoTpeTb diff cTtaporo u
HoBoro config[64].ini);

— KJIIOUN U cepTUdUKATbl COXPAHAOTCS aBTOMAaTUYECKN.
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4. Hactponka CK3W Kpurmollpo CSP

4.1. JocTyn K yTunute ansd Hactponku CK3U Kpuntolpo CSP

HacTtporika CK3WN Kpuntollpo CSP ocyuwecTBnseTcs C noMowbio yTuamTbl cpconfig, KoTopas
BXOAMT B COCTaB AncTpmbyTuBa M pacnonoxeHa B aupektopuu /opt/cprocsp/sbin/.

4.2. Bsoa cepuMHOro HoMepa JIMLEH3UU

Mpn ycTaHoBke nporpaMMHoro obecnedyeHus Kpuntollpo CSP 6e3 BBOAa JNMUEH3UM
Monb30BaTeNl0 NpefoCTaB/SEeTCS JINLEH3US C OFpaHMYEeHHbIM CPOKOM AeWCTBUSA. [N MCNosib30BaHUS
Kpuntolpo CSP nocne oKOHYaHMSA 3TOr0 Cpoka nosib3oBaTeNlb AO/HKEH BBECTU CEPUMHBLIA HOMep C
6naHka NUUEH3MM, MNONYYEHHOW Yy oOpraHusauunu-paspaboTuMka WAM opraHmMsauum, MMEKLWen npaea
pacnpocTpaHeHus npoaykTa (aumnepa). Ana npocmoTpa UHbopMauum O AULEH3UM BbINOSHUTE:

# cpconfig -license -view
[na BBoga NULEH3UN BbINOJSIHUTE:
# cpconfig -license -set <cepuitHhlf HOMEpP>

CepuitHbii HOMep cneayeT BBOAMTbL C cobt0AeHMEM perncTpa CMMBOJIOB.

4.3. HacTtpownka obopyanoBaHmsa CK3W Kpuntollpo CSP

YTunuta cpconfig Takxe npegHasHayeHa AN M3MeHeHUMs Habopa YCTpPOWCTB XpaHeHus
(HocuTenen) M cumTbiBaHUA (CUMTbIBAaTENEN) KAOYEBON MHMOPMaUMM U AATUYMKOB CJIYYaWHbIX Ynces.
MNpenycTaHOBIEHHBIMU SABASOTCS cumTbiBaTenu flash-Hocutenen n obpas AnUCKeTbl Ha XECTKOM AMCKe.

Ana npocMoTpa CnNMcKa HaCTPOEHHbIX CYUTbIBATENEN:

# ./cpconfig -hardware reader -view

CuuntbiBaTeNb AUCKET HE YCTaHaB/MBAETCS MO YMOSYAHMIO, TaK KaK nNpun OTCYTCTBUU AUCKETLI B
OVUCKOBOAE MepeduncsieHMe KOHTeWHepoB CWIbHO 3amegnsetcsa. [Ansa pobasneHus cuuTbiBaTeNs
AVNCKeT:

# ./cpconfig -hardware reader -add FAT12 0 -name "Floppy Drive"

Ana npocMoTpa cnucka HacTpoeHHbIx OCY:

# ./cpconfig -hardware rndm -view

Ona koHconbHoro bnolCH Tpebyetcsa nakeTr naketr CPROkcl, kpoMe TOro oH paboTaeT TOJIbKO
c KC1 npoangepoM. Ansa nobaBneHns KoHconbHoro bnoCH:

# ./cpconfig -hardware rndm -add bio tui -level 5 -name "Console

BioRNG"
Ona npobaBneHns BHELWHEN ramMmbl:
# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis 1
/var/opt/cprocsp/dsrf/dbl/kis 1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis 1
/var/opt/cprocsp/dsrf/db2/kis 1
Takxe Hago cKonuMpoBaTb annibl C AAHHbIMW, MOJIy4YeHHbIMM Ha "APM BbIpaboTKM BHeELLHENR
rammbl', MOAOXWM, 4TO OHWM nexaTt B /tmp/db[1,2]:
# cp /tmp/dbl/kis 1 /var/opt/cprocsp/dsrf/dbl/kis 1
# cp /tmp/db2/kis 1 /var/opt/cprocsp/dsrf/db2/kis 1
Ons paboTtbl co cuutbiBaTtenem PC/SC Tpebyetcs naker CPROrdp. [lMocne noaknto4yeHus
cUuTbiBaTENA Y3HaWTE UMS YCTPOMUCTBA:
# /opt/cprocsp/bin/csptest -card -enum
Gemplus GemPC Twin 00 00
Total:
[ErrorCode: 0x00000000]
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Onsa pobaBneHnsa cuuTbiBaTENMS MCI'IOJ'Ib3y171Te 3TO NM4.

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"
Ana nonyyeHns noapobHoin cnpaBku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware -help

4.4. YcTaHOBKa napaMeTpoB XYpHannmpoBaHus

CK31 Kpuntollpo CSP no3sonsieT cobupaTb OTNaA0UYHYIO MHMOPMALUIO U UMeeT

BO3MOXHOCTb MPOTOKO/IMPOBaHMA CO6bITMn. MHdopMaunus 3anmcbiBaeTcs B CUCTEMHbIA XYypHan
(o6bbMHO B /var/log/messages). CyuwecTByeT BO3MOXHOCTb M3MEHEHWUS HACTPOEK XYpPHannpoBaHUs
pa3fn4yHbIX Moaysnen npoaykTa. CywecTByeT BO3MOXHOCTb M3MEHEHMS YPOBHS XXYPHa/MPOBaHUS U
¢dopmMaTa BbIBOAMMBIX OT/AA0YHbIX CoobweHMn. [Ons MNony4YeHuMss CrpaBkuM MO HACTpoMKam
XKYpPHaIMpoBaHus :

# cpconfig -loglevel -help
Moaynu, Ans KOTOpbIX MOAAEPXMBAETCS XYpPHaIMpoBaHue:
Cpcsp - A4po KpunTonposanaepa
capil0 - CryptoAPI 1.0
cpext
capi20 - CryptoAPI 2.0
capilite - CAPILite
libcspr
cryptsrv - cnyxba xpaHeHus knwoden (KC2)
libssp - TLS
cppkecsll - PKCS11
cpdrv - gpaieep
dmntcs

4.5. HacTponka kpunTtonpoBaaepa no yMOSYaHULO

Ona npocMoTpa TUNOB AOCTYMHbIX KPUMTOMNPOBAKAEpPOB:
$ ./cpconfig -defprov -view type
[Ons npocMoTpa CBOWCTB KpMATOMNpOBangepa Hy>XHOro Tmna:
# ./cpconfig -defprov -view —-provtype <provtype>
Ons ycTaHOBKM rMpoBalgepa MO yMOSHYAHMIO 4SS HYXKHOrO Tuna:
# ./cpconfig -defprov -setdef -provtype <provtype> -provname
<provname>
Ons nonydeHus uMeHn nposangepa Mo yMOSYaHUIO A4S HYXXHOrMo Tuna:
# ./cpconfig -defprov -getdef -provtype <provtype>

4.6. BkloUeHME peXxMMa YCWUIEHHOrO0 KOHTPOJIS UCMNOAb30BaHUS KitoYen

PeXXuM yCWUIEeHHOr0 KOHTpOSIS WUCMOofb30BaHuA Kawyen obecneymBaeT ocylecTB/eHue
KOHTPONIS CpoOKa AEeNCTBUS AOSIFOBPEMEHHbIX KJIIOYEN SNEKTPOHHOM MNOAMMCU N KNouyeBOoro obmeHa,
KOHTPONS [LOBEPEHHOCTU K/4Yeln MpOBEPKU 3SEKTPOHHOM MNOAMNCKM W KOHTPOAS KOPPEKTHOro
MCMOMIb30BaHUA MNpPOrpaMMHOr0 jgaTtyvMka chay4dalHbix 4ucen. [locne ycnewHon MHCTannaumm
Heo6Xx0ANMO BKJIOUUTb AAHHbLIA PEXWM, BbINOSIHUB KOMaHAY:

# ./cpconfig -policy -set StrengthenedKeyUsageControl -value 1
Ona  obecneyeHns KOPPEKTHOrO (QYHKLUMOHMPOBaHUS nMpoBaKgepa B 4YacTu BbipaboTku

3/1eKTPOHHOM MoAmnMuCcKu, a TakXe paboTbl C BpPEMEHHbIMM K4YaMu (B 4YacTHOCTW, Ans paboTbl B
pamkax TLS-coeanHeHus 6e3 ayTeHTUdUKAUUN KIMEHTa) W TreHepauun CJlydalHblX AaHHbIX
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Heo6X0AMMO MNPOM3BECTM BbIPAa6OTKY [AOJITOBPEMEHHBIX KJIOUEN WAM 3anycTuUTb YTWUAWUTY csptest,
npeaBapuTeNibHO MPOBEPUB, YTO 3aperncTpMpoBaH XoTa 6bl OAMH AATUMK C/lyYaiHbIX 4uMcen.

# ./csptest -keyset -verifycontext -hard rng

Ncnonb3oBaHne CK3U 6e3 BKAKYEHUS pexmMa YCUIEHHOTO KOHTPOAS MCMNO/b30BaHUS KKYen
paspelaeTcsd UCKIUYUTENBbHO B TECTOBbLIX Llensax.
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5. YcraHoBKa COMyTCTBYIOWMX MAKETOB

Ona nepegaunm no ceTu 3anpocoB Ha cepTtudukaTtel, CRL u T.n., a Takxe AN MNOAAEPKKMU
OOMOJIHUTENBbHBLIX  KJIIOUEBbIX CUMTbIBATENel W HocuTenen MoxeT noTpeboBaThCs YCTaHOBKA
OOMNOJIHUTENBbHBLIX MaKeToB.

Ecnn conyTcTBylOWwMe nakeTbl CkaduBawTca M3 WMHTepHeTa, HeobxoaAuMO MOATBEPAMTb MX
LLeSIOCTHOCTb, MpOBEpMB MNOANUCH WAM X3W. ECAnm ucTouyHmk He obecneumBaeT TakKue MexaHu3MbI,
AOMyCKaeTCs MCMNOoSb30BaHME MakeToB TOSIbKO C Aucka ¢ auctpmbyTtmeom CK3U, rae aTm mMexaHu3Mbl
ncnonb3yTcsa. Ha agucke nmakeTbl iexaT B nanke \extra.

5.1. Bubnuoteka libcurl

Ncnonb3yeTcs Ans nepegaym 3anpocoB Ha cepTtudumkaTtbl, CRL 1 T.0. no ceTu.

B cocta auctpubytmea Kpuntollpo CSP Bxoaut nakeT CPROcurl(CPROcurlx), Bkawoyatowmn B
cebs libcurl. Libcurl n3 coctaBa CSP nepepabotaHa wu noaaepxuBaeT TLS no poccumckum
kpuntorpaduyecknm anroputmam ¢ Kpuntollpo CSP B kadecTBe Kpuntonposanaepa.

[JonyckaeTcs uUCnoab30oBaHME opurnHanbHoM libcurl, KoTOpyld MOXHO cKayaTb C cauTa
pa3paboTtumka npoekTa http://curl.haxx.se/ . Ha caiTe AOCTyneH nakeT C UCXOAHbIMWU TeKCTaMu AN
camocTosiTenlbHOM cbopku. Kak mpaBuno, TaM Xe ecTb 6MHapHble NakeTbl. OpurMHanbHas 6ubnunorteka
He nopaepxuBaer TLS no poccurckuMm KpuntorpaduyeckmMm anroputmam ¢ Kpuntollpo CSP B
KayecTBe KpunTonpoBanaepa.

Mocne ycTaHOBKM BUBNMOTEK HAAO0 3aperMcTpupoBaTb NyTW K HAM. Hanpumep:

# /opt/cprocsp/sbin/cpconfig -ini \config\apppath -add string
libcurl.so /usr/local/lib/libcurl.so
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6. CocCtaB 1 Ha3HayeHWe KOMMOHEHT MnporpaMmMHoro obecriedyeHns CK3U

6.1. BazoBble Moaynn CK3U
MO CK3WU coaepxunt 6a3o0Bbie Moayn:

libcsp — aMHamMnuyeckun 3arpyxaemasa 6ubnmorteka Kpuntollpo CSP.

libcspr - 6ubnnoteka paboThl c yaanéHHoiM Kpnntollpo CSP.

drvcsp — AMHaMUYeCcKKn 3arpyxXaeMblii Moayab sapa.

libssp — 6ubnnoTeka nogaepXKn Moayna ceteBor ayteHTudmnkaumm Kpnnrtollpo TLS
cpverify — MOAY/Ib KOHTPOS LENOCTHOCTW.

wipefile - Mmoaynb yaaneHus darinos BMeCTE C COAEPXKUMbIM.

B Ha3BaHusAX ancrtpmnbytmnesos CK3M ncnonbsyetcsa HOTaums:
CPRO - npedukc;
Csp - KpunTonpoBanaep;
drv - 3arpyxaembii Moaynb agpa OC;
[d] - onumnoHanbHO - yka3blBaeT Ha AOKYMeHTauuio (TECTOBbIE MPUMEDPDI);
i386 - nnatdopma Intel.

6.1.1. bubnmnoteka libcsp
Bubnunoteka libcsp peanusyet uenesble GyHKUMN KpunTorpadumyeckon sawmtbl HbdOpMauuu,
paboTy C K/4YaMm, AOCTYN K KJIIOYEBbIM HOCUTENAM, KnaBuaTypHbin OCH.
6.1.2. bubnuorteka libcspr
Bubnunoteka libcspr obecneuymnsaet yAaNneHHbIN AocTyn K KpuntonpoBanaepy,
dYHKLUMNOHMPYIOWEMY KaK OTAENbHbIN CepBuUC.
6.1.3. OpariBepHas 6ubnuoteka drvcsp
Bubnuoteka drvcsp, vcnonb3yemass B KayecTBe AMHaMUYeCKM 3arpy>Kaemoro MmMoayns sapa
OC, ©peanusyetr uenesble @yHKUMM KpunTorpadumyeckonm  3awmutbl uHPopMauun  (Kpome
dopmMmpoBaHusa M) u paboTy C KaOYaMK.
6.1.4. Moaynun ceteBol ayTeHTudumnkauum Kpuntollpo TLS

Moaynb libssp obecneumBaeT peanusauuio NpPoToKosa ceTeBon ayTeHTudukauyum Kpuntollpo
TLS. O6uwee onucaHue nNpoToKOSa MpPUBEAEHO B COOTBETCTBYWOLWEM pasaene [AOKYMEHTa
"KTAN.00087-01 91 01. Kpuntollpo CSP. PykoBoACTBO aaAMMHUCTpaTopa 6e3onacHocTu. O6uias
yacTb."

Mpotokon TLS (RFC 2246) ucnonb3yeTcs ANs 3aluTbl COEANHEHWI B KJIMEHT-CepBepPHbIX
TEXHOIOrnsIX.

MporpamMmmMHoe obecneveHne Kpuntollpo TLS sasnsetca peanusauunen npotokosa TLS wu
ncnonb3lyet  kpuntorpadpumueckme dyHkumm  Kpuntollpo CSP ana obecnedeHuss npouecca
ayTeHTuduKaumm n wndpoBaHus Tpadurka Mexay KJIMEHTOM U CEPBEPOM.

6.1.5. Moaynb cpverify

Mogoynbe cpverify npegHasHadeH ANns KOHTPOAs LENOCTHOCTM npu ycTaHoBke CK3UN nu
dyHKkUMoHnposaHum MO CK3U Kpuntollpo CSP Ha MNM3BM nonb3oBaTens.

6.1.6. Moaynb wipefile

Moaynb wipefile ncnonesyercsa ansa ypanenus ¢anioB BMecTe C COAEPXWMbIM MPU LUTATHbIX
M HewTaTHbIX (CBOMMPOBaHME) CUTyaLUSX.

6.2. Moaynu noacuctembl nporpamMMHon COK
6.2.1. Moaynb libcapi20
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Moaynb libcapi20 ucnonb3yeTcs Ans ynpaBfeHMsa cepTudukatamMm OTKPbITbIX Kio4ven, a
Takxe ans obecneyeHuss BbINONHEHMSA KpuNTOorpadMyeckux 3anpocoB Ha YPOBHe WUHTepdeica

CryptoAPI v. 2.0. UHTepdelic moayna capilite agnaercs nogMHoxecTBoM uHTepderica CryptoAPI v.
2.0.

6.2.2. bubnuoteka librdrrdr

Bubnunoteka librdrrdr obecneumBaeTr yHUPUUMPOBAHHBIM MHTepdENC AOCTyNa K K/YeBbIM
HOCUTENSAM BHE 3aBMCUMOCTM OT MX TuMa.

6.2.3. Moaynn focTyna K CYMTbIBATENSAM CMapT-KapT U TOKEHaM:
e librdrfatl2 k guckosoay n guckete 3.5" n pasgeny XecTkoro Ancka

e librdrpcsc Kk cuuTbBaTensM cMmapT-kapt u eToken, noaaepXmBatowmM
nHtepdeiic PC/SC

e librdremv « kno4yeBbiM HocuTensm EMV n Gemalto

e librdrrtsupcp k kiwuyeBbM HocuTensaM Rutoken

6.2.4. bubnmnoteka librdrsup

Bubnunoteka librdrsup obecneumBaeT peanusauunio obWMX GYHKUWMA JOCTYyNa K pasiv4yHbIM
YCTPONCTBAM XpPaHEHUS KJIHOYEBbIX HOCUTENEN.

6.2.5. Moaynu paTtymMkKoB CJlydalHbIX 4ncen

Bubnmotekn librdrrndm un librdrrndmbio o6ecneumBatoT nogaepxky paboTtel C
dU3MYECKUMM AaTuMKaAMN CllyYalHbIX 4ucen.

6.2.6. bubnuorteka libasnldata nopgaepxkun npotokona ASN1

Bubnuoteka libasnldata coaepxut dyHKkUuMM npeobpa3oBaHMss CTPYKTYp JAaHHbIX B
MalUMHHO-HE3aBMUCMMOE MpeacCTaBlIeEHME.
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7. BcmpaumeaHne CK3U Kpurnmollpo CSP B npuknagHoe [10

Mpu BcTpauBaHum CK3U Kpuntollpo CSP B npuknagHoe mnporpammHoe obecneyeHue AOSKHbI
BbIMONHATLCSA TpeboBaHusa pasgena 17 pokymeHta <« XKTHAM.00087-01 91 01. Kpuntolpo CSP.
PykoBoacTBO agMMHMUCTpaTopa 6e3onacHocTu. Obwasa 4acTtb» M aokyMmeHTa «XTAM.00087-01 96 01.
PykoBoACTBO nporpamMmucTa».

MNpu ycTaHoBKe nakeTa ans paspabotumka ( CPROcspd ) B aupektopwuto /Library/Frameworks
6ynetr nomewéH CPROCSP.framework, cogepxawuin B cebe 6ubnuotekm CSP. Tpu nUHKOBKE C
¢dbpenMBOpPKOM HeobxoaMMO yKasaTb B MNapamMeTpax AuHkoBlwuka -flat_namespace. lMNpu cbopke u3
KOMaHAHOM CTPOKW nar ykasbiBaeTCcs B KOMaHAHOM cTpoke; npu cbopke B XCode dnar ykasbiBaeTcs
B “Project — Edit Project Settings — Build - Linking - Other Linker Flags”.

Mpn cbopke MHOrOMOTOYHbIX MPUIOXKEHUA HACTOATENIbHO pEKOMeHAYeTCS JIMHKOBaTb
ucnonHsembii ¢anin ¢ CoreFoundation (maobaBuTb B onuum nuHkepa «-framework CoreFoundation»
nnMbo HacTpouTb JIMHKOBKY 4epe3 cBolcTBa npoekta B XCode). DTO BaxXHO A7 MHOMOMOTOYHbLIX
NpUNoXeHWn, NOCKONbKY BBUAY ocobeHHocTen MacOS Henb3sas NpovM3BOAUTbL MepBOE OTKPbITUE
dpenmBopkoB, 3asucawmx ot CoreFoundation (Takmx kak PCSC), He u3 rnaBHoro nortoka. oaTtomy,
B CJly4yae ec/sinm Ha KoMmnbloTepe kaneHta CSP HacTpoeH Ha paboTy CcO cMapT-KapTaMum, MHOMONOTO4YHOE
npunoxenue, ncnosnb3ytouwee CSP mn He cinHkoBaHHoe ¢ CoreFoundation, moxeT He paboTaTb M NagaTb
B CMCTEMHbIX DYyHKLUUNAX nHMUnann3ayum CoreFoundation ( CFlnitialize() ).
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8. TpeboBaHus NO OpraHM3aUMOHHO-TEXHUYECKUM WM aAMUHUCTPATMBHbLIM MepaMm
obecneyeHuns akcnnyataumm CK3U

JOMmKHbI BbIMONHATECS TpeboBaHUS MO OpPraHM3aLMOHHO-TEXHUYECKUM U a4MWHUCTPATUBHbLIM
MepaMm obecneveHus 6esonacHocTm akcnayatauunm CK3M B obbeme pasgenos 15 u 16 pgokymeHTa
«XTSAMN.00087-01 91 01. Kpuntollpo CSP. PykoBoacTBo aaMuHucTpatopa 6e3onacHocTu. O6uwas
4acTb».

8.1. O6wume Mepbl 3awmuTbl oT HCA MO c ycTtaHoBneHHbiMM CK3M Ha OC Mac OS X

Mog ynpasneHnem UNIX-nogobHbix onepaumoHHbix cuctem CK3UM Kpuntollpo CSP  posxHO

MCMONIb30BaTbCs C MPOrpaMMHbIM obecne4vyeHueM:
Certmgr (Kpuntollpo Certmgr).
CryptCP.

Apache Trusted TLS (Digt).
Trusted TLS (Digt).

Mpn wncnonb3zosaHmn CK3U «Kpuntollpo CSP» noa ynpasneHnem OC Mac OS X Heobxoammo
npeanpuHATL AOMNOMHUTESbHbIE MEpbl OPraHM3auUMOHHOIO M TEeXHUYECKOro XapakTepa W BbINOMAHUTb
OOMOSIHUTENIbHbIE HACTPOMKW OMepaunoHHOM cuctembl. [lpy 3TOM CTaBUTCHA 3ajadva He TONbKO
obecneuntb pononHuTenbHyl 3awuty cepsepa n OC ot HCA, HO n obecneuntb 6ecnepeboliHbin
pexxuMm paboTbl U UCKIOYUTb BO3MOXHOCTWM "OTKasza B 06CAyXuBaHUKU", BbIBBAHHOMO BHYTPEHHUMU
npudnHamMm (Hanpumep - nepenosiHeHMeM (anoBbIX CUCTEM).

K opraHm3aumMoHHO-TEXHUYECKUM MepaM OTHOCATCSH:

e obecneyeHne dumsmyeckon 6e30NacHOCTM CEpPBEPA;
e YCTaHOBKA MpoOrpaMMHbIX OBHOBIEHWUN;

e OpraHusauums npoueaypbl Pe3epBHOr0 KOMUPOBaAHUA U XPaHEHUSI pe3epBHbIX
KOonun.

JononHutensHble HacTponkn OC Mac OS X kacawTcsa cneaylLwero:

e OrpaHW4YeHWe AoCTyna no/nb3oBaTenein U HACTPOWKM  MOSb30BAaTENbCKOro
OKpYXeHus;

e OrpaHWYeHWe CeTEeBbIX COEANHEHWUN;
e OrpaHW4YeHMS MPU MOHTUPOBAHUW (AMOBLIX CUCTEM;
e OrpaHWYEeHUs Ha 3anyckK MpoLeccos;

e KOHTposb 3arpy3km OC M KOHTPOJSIb LENOCTHOCTU CUCTEMHONO W MPUKIALHOMO
nporpaMMHoOro obecneyeHuns AO0JDKEH obecneuymBaTbCs npn nNoMoLun 31NeKTpPOHHOIo
3aMKka (CM. COOTBETCTBYKLWMUA pa3gen B AokyMeHTe "XTAM.00087-01 91 01
Kpuntolpo CSP. PykoBOACTBO agMWHMUCTpaTopa 6e3onacHocTu. O6was 4yactbe."),
YTO O3HAYaeT:

¢ BbinosiHeHWe 3arpysku ¢ UKCUPOBAHHOIMO HOCUTENS;

e ObecrneyeHMe KOHTpoNs uUenocTHocTu OC M NpuKIaAHOro  MpoOrpaMMHOro
obecneyeHuss 00 3arpy3kyM Ha 3arpysoyHoM JAUCKE U ApYyruX MNOAKJIIOUEHHbIX
ANCKax.

e fAonosiHUTENbHble HacTponku sapa OC;

e HaACTpoWKa ceTeBbIX CEPBUCOB;

e OrpaHWyeHwe Kosm4yecTBa "BMAMMON M3BHE" MHMOpMaLUMM O CUCTEME;
e HacTpoWKa NoACUCTEMbl MPOTOKOMMPOBaHUA W ayauTa.

8.1.1. OpraHu3aLMOHHO-TEXHUYECKME MEpbI

1. C uenblo MWCKAYEHUs BO3MOXHOCTW 3arpy3sku OC, OT/IMYHOM OT YCTaHOBJIEHHOW Ha
XeCcTKOM aucke M2BM, M3BM wn ycTpoicTBa 3arpy3ku AO/MKHbl O6bMb onedaTaHbl. [lofxkeH 6bmb
obecneyeH HeObXOAMMbI KOHTPOJIb LENOCTHOCTU neyaTen.
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2. ObecneyeHune dusndeckon 6e3onacHOCTK cepBepa

Cne,qyeT MCKNKOYNUTb BO3MOXHOCTb A0CTYyMNa HEABTOPM3OBAHHOIO nMepcoHasla K KOHCON,
CUCTEeMe MUTaHUS U AOMOJIHUTESIbHbIM YCTPOMCTBAaM, MOAK/IIOYEHHbIM K 3alluliaeMOMy CepBepy nyTem
yCTaHoBKM 060pyaoBaHuMs B CrneumanbHO BblAe/IeHHOE M 3anupaeMoe nomeuweHve (annapaTHyl wau
CepBEPHYIO0 KOMHaTY).

JocTyn nepcoHana B CEPBEPHYH KOMHATy [AO/MKEH 6bb pernaMeHTUPOBaH BHYTPEHHUM
pacnopsaaKoM 3KCMAyaTUpylowei opraHnsaumm M A0KHOCTHBIMU MHCTPYKLUAMMN.

Ons  wucknwodeHns cboeB  KOMMbIOTEPA, BbI3BAHHbIX  OTK/KOYEHMEM  3IEKTPONUTaHuS,
Heob6xoamMMo obecneunTb 3MeKTponuTaHMe cepBepa OT WUCTOYHMKa 6ecnepeboliHOro nuTaHus
[OCTaTOYHOM MOWHOCTU. Kak MMHMMYM, MoWHOCTWM 6aTapei McTouyHuka 6ecnepeboMHOro nUTaHWUs
AO/HKHO XBaTaTb Ha BpeMs AOCTAaToOYHOE AN KOPPEKTHOr0 aBTOMATMYECKOro 3aBeplueHuss paboTbl
cepsepa.

3. OpraHmsauusa npoueaypbl pe3epBHOr0 KOMMPOBAHUSA U XpaHEeHUs pe3epBHbIX KOMui

MNpwn onpeneneHnMM persiaMeHTa pes3epBHOr0 KOMMPOBAHMS W XpaHEHWUs! pe3epBHbIX KOMui
cneayet obecneuntb OTBETCTBEHHOE XpaHEHMe pe3epBHbIX KOMMn B 3anupaembix cendax (wkadax) m
onpegenuTb npoueaypy Bbldadu pe3epBHbIX KOMWI OTBETCTBEHHOMY MEpCoHasy W  YHUUTOXEHUS
Bblleawnx mn3 ynotpebneHna Hocutenen (NeHT, O4HOKPATHO 3anucbiBaeMbiX AWUCKOB M Mp.).

CraHpapTHbIMM MepaMu MO OpraHM3aumm OTBETCTBEHHOIrO XpaHeHWUS HOCUTENEN SIBNSAIOTCS:
e MApKUpOBKa HoCUTEnNe;

e COCTABJIEHNE OMUCU XPaHMMbIX HOCUTENEN C YKa3aHWEM CepUNHbIX (MHBEHTApPHbIX) HOMEPOB,
AaT 3anmMcu HocuTenen, dammnmen coTpyaHuKa, co3gaBllero Konuw ans kaxaoro wkada(cenda);

e Nepmogmnyeckas cBepka ofnucum u cogepxumoro cendos (wkados);
e OpraHm3aumnss OTBETCTBEHHOIO XpPaHEHMsS M Bbldauum kawoden ot cerdos (wkados);
e BO3MOXHOe oneyaTbiBaHue (onnombuposaHue) cendos(wkados).

YHUUYTOXEHME BbilleaAWwWnx wu3 yn0Tpe6neHMﬂ HocuTenen AOJIDKHO NnpounusBoanTCH KoMuUccuen c
CcoCTaBNieHneM akTa 06 YHUUYTOXEHMUN.

4. B cucteme permctpupyeTcs oAuMH Mnonb3oBaTenb, obnagatowmin npasBamum agMMHUCTpaTopa,
HOCALWMA mMMa root, Ha KOTOpPOro BoO3naraetcss o06s3aHHOCTb KOHurypuposatb OC Mac 0OS X,
HacTpamBaTb 6€30MacHOCTb, a Takxe KOoHdurypuposaTb MNM3BM, Ha koTopyto ycTaHoBneHa OC Mac OS
X.

5.0ns nonb3oBaTens root BbibMpaeTCs  HaAEXHbIM  naponb  BXoAa B CUCTEMY,
YAOBNETBOPSAOWMA Ccleaylowmm TpeboBaHUAM: AMHA naposss He MeHee 6 CUMBOJIOB, Cpeawu
CVMMBOJIOB Mapons AOMKHbI BCTpeYaTbCs 3arnaBHble CWUMBOJbI, MNPOMUCHbIE CUMBOJbI, LWdPbI ©
crneumanbHble CUMBOJIbl, CPOK CMEHbl Mapofid He pexe OAHOro pasa B Mecsl, AOCTyn K Mnaposio
AomkeH bbb obecneyeH TONbKO aAMUHUCTPATOPY.

6. MNonb3oBaTento root AOCTYNHbl HAaCTPONKKM Bcex nonb3osaTenen OC Mac OS X, KOTopble OH
MoXeT npocMaTpuBaTh, pefakTUpoBaTh, yAansaTb, co3paBaThb. Bcem nosb3oBaTeNsM,
3apermcTpmposaHHbiM B Mac OS, nonb3oBaTefnb root B COOTBETCTBUM C MOAUTUKOM 6e3onacHocTw,
MPUHATON B OpraHuMsauum, gaeT MUHMMasbHO BO3MOXHblE ANs HopMasnbHoW paboTbl npaea. Kaxabli
none3oBatens Mac O0S, He gBndwWMACA nosb3oBaTeneMm root, MOXeT mnpocMaTpmBaTb W
pefakTUpoBaTb TONIbKO CBOM YCTAHOBKM B paMKax npasB AOCTyMa, Ha3HaA4YeHHbIX eMy Mnosib30BaTenieM
root.

7. Bcex nonb3oBatenen [123BM, KoTopble He MOMb3YTCA AAHHOM CUCTEMOW, W BCeX
CTaHAapTHbIX Nonb30oBaTeNnen, Kotopble co3aatoTcsa B Mac OS BO BpeMsl YCTaHOBKM (Takux, Kak "sys",
"uucp", "nuucp", n "listen"), kpome nosnb3oBaTensa root, cneayeT yaanuTb.

8. B OC Mac 0OS X cywecTBYOT UCMoJHAEeMble dainbl, KOTOpble 3amycKaktTcs C npaBaMu
nonb3oBaTtensa root. 2T dainbl UMET YCTaHoBNeHHbIM dnar SUID. [Nonb3oBaTesb root AoMKeEH
onpegenutb, KakuMM M3 3Tux ¢(annoB B paMKax OnNpeaeneHHoOM B OpraHusauun MoOJANTUKM
6e3onacHocTM He TpebyeTcs 3amyck C agMMHUCTPATUBHBLIMKM MOJIHOMOYMUSIMU, U C MNoMoLblo cbpoca
¢dnara SUID gomkeH CBeCTUM KOIMYECTBO Takmx panfoB K MUHUMYMY. 3anyCK oCTaBlwuxcs ¢dannos C
yCTaHoBJIeHHbIM dnaroMm SUID AO/MKEH KOHTPOSIMPOBAaThLCA Mosb3oBaTeneM root.

9. Mpn wucnonb3oBaHmn CK3U XTAN.00087-01 Ha [DBM, noakItO4YeHHbIX K 06WeAoCTYNHbIM

CeTdM CBA3U, AO0J1XKHbI 6bITb npeanpuHATbl AOMOJIHUTEJIbHbIE Mepbl, UCKJIIOYaLlne BO3MOXHOCTb
HECaHKLUWNOHMPOBAHHOIoO A0CTyna K CUCTEMHbIM pecypCaM UCNOJIb3yeMbIX onepaunOHHbIX CUCTEM, K
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nporpaMMHoMy obecrne4yeHutio, B OKPYXeHWM KoToporo dyHKumoHupytoT CK3W, n K KOMMNOHEeHTam
CK3W cO CTOpPOHbI yKa3aHHbIX CeTeM.

10. NpaBo pocTyna kK paboumMm MecTaM C ycTaHoBneHHbM [10 CK3U «Kpuntollpo CSP»
npefoCcTaBAsAETCS TOMbKO JMuaM, O3HaKOMJIEHHbIM C MpaBWlaMu MOJSIb30BAHUS W U3YUMBLUNM
3KCNyaTauMOHHYO AOKYMEHTALWIO Ha nporpaMMHoe obecnevyeHune, mmerlollee B cBoeM cocTtaBe CK3U
XTAM.00087-01.

11. Ha  TexHumyeckux cpeacTBax, ocHaweHHblXx CK3UW  «Kpuntollpo CSP»  Ao/mKHO
MCMNONb30BaTbCS TOMIbKO JIMLLEH3MOHHOE MporpaMmMmHoe obecneydyeHne GUMpPM-Npon3BOAUTENEN.

12. B BIOS onpeaenstoTcs YCTAaHOBKM, MCK/OYAKOWME BO3MOXHOCTb 3arpy3kKu ornepalMoHHOMN
CUCTEMbI, OT/INYHOM OT YCTAHOBJIEHHOM Ha >XXECTKOM AUCKE: OTKJII0YaeTCs BO3MOXHOCTb 3arpy3kum C
rmbkoro gmcka, npusoga CD-ROM u npoume HecTaHAapTHbie BuAbl 3arpy3km OC, BKKOYas CETEBYIO
3arpy3ky. He npumeHsatTca M2BM ¢ BIOS, wucCkIO4YawWMM BO3MOXHOCTb OTKJIIOYEHUS CeTeBOW
3arpy3ku OC.

13. Cpeactesamn BIOS ponkHa 6bMb UCKAKOYEHA BO3MOXHOCTb OTKJ/IHOYEHUS MONb30BaTeNAMU
ISA-ycTpoinncTte un PCI-ycTponcTB. NS WUCKAOYEHUST 3TOM BO3MOXHOCTM Bxoh4 B BIOS 3BM pomxeH
6bMb 3allUWEeH naposieM, K KOTOPOMY nMpeabaBAsSlOTCSa Te Xe TpeboBaHusa, 4TO M K Mapoto
nonb3oatens root. Maponb ans Bxoga B BIOS poskeH 6bTb M3BECTEH TOJIbKO MONb30BaTento root u
6bMb OTAMYHBIM OT Maposs nosb3oBaTtensa root gns sxoga B OC Mac OS X.

14. Jo 3arpy3km OC pomxkeH 6bTb peanm3oBaH KOHTPOJb LENOCTHOCTU (pannoB, KPUTUYHbBIX
ans 3arpyskm OC n nporpammbl CPVERIFY.

15. Mpn 3arpy3ske OC ponxeH 6bMb peanusoBaH KOHTPOJSb LENOCTHOCTM MPOrpamMMHOro
obecneyeHuns, Bxogsuwero B coctaB CK3U XTAN.00087-01, camon OC n BCex UCMosHAeMbIX (annos,
dyHKUMOHMPYOWMX coBMecTHO ¢ CK3W ¢ ucnonb3oBaHnem nporpammbl CPVERIFY.

16. Cpeacteammn BIOS posmkHa 6bTb MCKKOYEHA BO3MOXHOCTb paboTel Ha DBM, ecnu BoO Bpems
€ro HadasibHOM 3arpy3Kum He MpoXoAsT BCTPOEHHble TecTbl 3BM (POST).

17. Ha koMnbloTepe ycTaHaBinBaeTcs ToNbko ogHa OC. Ha koMnbloTepe He yCcTaHaBAMBAKOTCA
cpeacte paspabotkm u  oTnagkm T1O. EcnuM cpeactBa  OTNaAKU  MNPUWIOXKEHUNA  HYXHbl 4S9
TEXHONOrnyecKmnx noTpebHocTen opraHmsauum, TO nx NCNonb30BaHMe  A0/MKHO bbb
CaHKUMOHMPOBAHO agMMHUCTpaTopoM 6e3onacHocTu. B nwbom cnydyae 3anpelaetcs UCNONb30BaThb
3TWU CpeAcTBa Afns NpPoOCMOTpa M pefakKTUMpPOBaHMUA Koda M MaMsAaTWU NPpUNoXeHwun, ncnonbsytowmx CK3U
XKTAN.00087-01. Cnepyet usberatb nonagaHums B CUCTEMY MNporpaMM, MO3BOMSAIOWMX MpuU owmnbkax
OC nonyuaTb npusunerun root.

18. Jo/mkHO 6bmb  oOrpaHuyeHo (C  y4yeToM BbibpaHHOM B  OpraHmM3auum  MOJSIUTUKMK
6e30nacHOCTU) UCMOsIb30BaHWe Mosb30BaTeNsAMM KOMaHA4 cron u at — 3anycka KOMaHA B yKasaHHoe
BpeMs.

19. lo/mkHO 6bTb peann3oBaHO GM3MYECKOE 3aTUpaHMe COAEPXUMOro yaansembix ¢pannoB C
ncnonb3oBaHmeM nporpammbl Wipefile ns coctasa CK3U.

20. Jo/mkHbl 6bITb OTKJ/IIOUYEHbI CETEBbIE MPOTOKOJIbl, KOTOpblE HE WCMOMb3YHTCA Ha AaHHOM
2BM.

21. B cnyyae noakntodveHnss OBM ¢ ycTaHoBfneHHbIM CK3UM k obwenocTyrnHbIM CeTSaM nepegaydmn
OAHHbIX A0/MKHO O6bTb  OTKJKOYEHO MCnofnb3oBaHWe JavaScript, VBScript, ActiveX wn pgpyrux
MpOrpaMMHbIX O6BEKTOB, 3arpyXaembiX U3 CETU, B MPUKNAAHbIX NporpaMMax.

22. JomxkHbl  6bITb  MPUHATBI  MEpbl MO  MUCKJ/IIOYEHMIO HECaHKLUMOHMPOBAHHOIO A0CTyna
MOCTOPOHHMX /UL, B TMOMELWEHUs, B KOTOPbIX YCTaHOBJIEHbl TexHu4yeckme cpeactea CK3U
XKTAN.00087-01, no poay cCBOel AeATENbHOCTU He SABASKOWMXCSA NEePCOHANoM, AOMYyLWeEHHbIM K paboTe
B YKa3aHHbIX MOMELLEeHUsX.

23. JomkHO O6bImb 3anpeleHo ocTaBfasATb 6e3 KOHTPONs BbMUCAUTENbHbIE CpeacTBa, Ha
KoTopbIx akcnayatupyetcsa CK3U XTSHMN.00087-01 nocne BBoga knwo4eBoh uHdbopMauuun. MNpu yxoge
nonb3oBaTtens c paboyero MecTta AO/IHKHO MCMNOSIb30BATbCS aBTOMATUYECKOE BKJ/IHOYEHME MApPOJSIbHOM
3acTaBKMW.

24. N3 cocTaBa CcuUCTEMbI AOIXKHO 6bmb MCckIo4YeHO ob6opyaoBaHue, KOTOpOe MOXET co3jaBaTb
yrpo3y 6e3onacHoctn OC Mac OS X. Takxe HeobxoamMMo m3beraTb MCMONIb30BaHUS HeCTaHAAPTHbIX

arnnapaTHbIX CpeacTB, MMeLWnX BO3MOXHOCTb BJIMATb Ha CIZ)YHKLI,VIOHVIpOBaHme KOMMbOTEPaA WUIN OC
Mac OS X.
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25. Mocne wuHcTannaumm OC Mac OS X cneayeTr YyCTaHOBWUTb cpeacTBaMum ornepauWoHHOWN
CUCTEMbl BCE peKOMeHAOBaHHble NporpaMMHble O6HOBAEHMS U MporpamMmHble  O6HOBNEHMS,
CBSA3aHHble ¢ 6€30MacHOCTbI0, CYLLECTBYOLWME HA MOMEHT MHCTanNauuu.

26. Ha Bce aupekTopuu, cogepxawme cuctemHble cdannbl OC Mac OS X mn katanorm CK3WY,
HeobxoAMMO YCTaHOBWTb MpaBa AOCTyna, 3anpelialolime BCeM MNoNb3oBaTensM, Kpome Bnagenbua
(Owner), 3anuceo.

27.B cBSA3M C TeM, 4TO aBapwuiHbiM AaMn ONepaTMBHOM MaMsATM MOXeT CcoAepXaTb
KpunTorpadmMyeckm onacHyrw WHGOpMauuio, B MNpUKNAAHbIX NporpamMmax, ucnonbdykwmnx CK3U,
cnepyet OTKJ/KYUTb BO3MOXHOCTb €ro co3gaHus C nomowbio dyHkuum setrlimit ¢ napametpom
RLIMIT_CORE=0.

28. B OC Mac 0OS X wucnonb3yeTcs BupTyanbHas namatb. Ob6nacTe BUPTyasbHOM NaMaTH
AOo/MKHa ObMb  OpraHu3oBaHa Ha OTAENIbHOM XecTKOM aucke. [lo okoH4yaHum pabotbl CK3U
coAepXXMMoe BMUPTYaAbHOW MaMATU AOJ/DKHO 3aTupatbCs C ucnonb3oBaHueM cpeacts OC. B cnyuae
aBapuMHoro octaHoesa 2BM, npu cnegytowen 3arpyske HeobxoamMmo B pexuMe “single user”’ o4ncTuTb
obnacTtb BupTyanbHOM nNamsaTu nporpammon wipefile, Bxogsweln B coctaB CK3MN XTAM.00087-01. B
C/yyae BbIXo4a M3 CTPOS XKECTKOro AMCKa, Ha KOTOPOM HaxoauTcs obnacTb BUPTyasibHOM MaMsATH,
KpunTorpadmMyeckme Kiw4M rnoanexaT BbiBOAY W3 AEWCTBUS, a XECTKMA AUCK CuUYMTaeTcs He
noanexawmMm peMoHTY. ITOT XEeCTKUA OUCK YHUYTOXAaeTCHd MO npaBuiaM YHUUTOXEHUS KITHOYEB biX
HOoCUTenen.

8.1.2. AononHutenbHble HacTpokkn OC Mac OS X

HacTtpoiikn OC Mac OS X BbIMOAHATCHA NyTeM peaakTupoBaHus (ydaneHus, pobasnenus)
pPa3/IMYHbIX KOHPUIrypaLMOHHbIX W KOMaHAHbIX (annos.

Ons  coxpaHeHWss BO3MOXHOCTUM <«OTKaTUTb» BHECEHHble W3MEHEHUS CcJleayeT COXpaHsTb
Mmoauduumnpyembole dannbl B «6e3onacHoM» MecTte (Ha BHELWHEM HOCUTeNle UAM Ha He MOHTUPYEMOW
aBToOMaTM4eckn hannoBon CUCTEME).

OrpaHuvyeHve A0CTyna NoJsib30BaTeNen U HACTPOMKWM NOJIb30BATENLCKOr0 OKPYXEHUS
HaCTDOVIKa NONb30BATENIBLCKON0 OKPYXEHUA 3aKJIlo4aeTCsa B clieayrowmnx AenCcTBuAX:

1. HacTpouTte ornepauuoHHY0 cuctemy B COOTBETCBUMU C pPYKOBOACTBOM:
http://images.apple.com/support/security/guides/docs/SnowlLeopard Security Config v10.6.pdf
(ana Snow Leopard; ecnu Bbl ucnonb3lyete 6osee HoByw Bepcuto OC mcnonb3ymte aHanormdHoe
pykoBoACTBO ans Bawel Bepcum OC). [Ans orpaHuMyeHus AOCTyna B CUCTEMY BbINOJIHUTE Cleayrowmne
NMYHKTbl pyKOBOACTBA:

a. Chapter 2 «Installing Mac OS X» - «Initial System Setup» - «Turning Off Auto-login»

b. Chapter 4 «Securing Global System Settings» - «Configuring Access Warnings» -
«Enabling Access Warnings for the Login Window»

c. Chapter 6 «Securing Accounts» - «Setting Global Password Policies»

d. 3agante Macky no ymondaHuo ans cosgaHumsa dannos 022 Tak, Kak 3To onmcaHo B Chapter
7 «Securing Data and Using Encryption» - «Changing Global Umask for Stricter Default Permissions»

2. Ansa nonb3oBaTtens root yCTaHOBUTb MacKky pexwuma cosgaHus darnos 077 vam 027:
umask 077 (umask 027);

3. OTpepakTmnpoBaTb ann /etc/shells n nomecTutb B HeEro WMeHa TONMbKO Ansa Tex
ncnonHsemblx dannos obonoyek, KOTOpble yCTaHOBJIEHbI B cucTeMe. Mo yMonyaHUO, coaepXxumoe
danna /etc/shells moxeT 6bITb TakuM:

/bim/bash

/bin/csh

/bin/ksh

/bin/tcsh

/bin/sh

/bin/zsh

4. Ypanutb ann (ecnm oH cywecTtByeT) /.rhosts.
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5. YaanuTtb copepxumoe danna /etc/host.equiv.

6. OTpepakTtmpoBaTb ainbl u3 Jetc/pam.d c uenbo 3anpeta rhosts-ayTeHTUdUKaLUK.
BbInosIHAETCS KOMMEHTUMpPOBaHMEM BCEX CTPOK, coaepxawmux noactpoky "pam_rhosts_auth.so".

7. MpoBeputb  unpaeHTudUKaTopbl MOAb30BaTeNss W [pynnbl  ANs BCeX MOJb30BaTenen,
nepeyncnieHHbix B ¢anne /etc/passwd. Cneayer ybeamtcsi, 4TO He CYLIECTBYET MONb30OBaTeENEN,
uMerwmx uaeHtudukatop nonv3osatens 0 wu  waeHTudwmkatop rpynnbl 0 Kpome, BO3MOXHO,
nonb3oBaTtensa root.

8. Co3gatb nepeyeHb NporpaMM, KOTOpble 3anyCcKakwTCs C npaBaMu agMuHUCTpaTopa, W
KOHTPO/IMPOBaTb €ro HEM3MEHHOCTb;

9. 3anpeTuUTb perncTpaumio B CUCTEMe NoJsib30BaTeNelr, UMerLnx creayllme «CnyxebHble
UMEeHa»:

daemon uucp

bin nuucp
sys listen
adm listen

Ip nobody
smtp noaccess

JencTBue BbINONHAETCH NyTeM ykasaHusa B danne /etc/passwd cTpoku '/sbin/nologin’ B none
shell-nporpammbl 1 ykasaHus cumBosia ‘X' B nmosie napons.

OrpaHuyeHvs Npu MOHTUPOBaHWN (PanaoBbIX CUCTEM
OrpaHnyeHns npuv MOHTUPOBAHUM (alNOBbIX CUCTEM peanusyloTcs peaakTupoBaHueMm daina
/etc/fstab:
YCTaHOBUTb onuuo nosuid nNpy MOHTUPOBaHUM (ainnoBoOn CUCTEMbI /var.

Mpn MHCTanNAUUM CUCTEMbI CrieayeT Bbiaenutb ans dannosbix cuctem /, /usr, /usr/local, /var
pa3Hble pasfesibl gucka Aaa npeaoTBpalleHus nepenosiHEHUS KPUTUYHBIX dannoBbix cuctem (/, /var)
3a CYyeT, HanpuMep, MNOAb30BATENbCKUX [AaHHbIX W obecrnedyeHnss BO3MOXHOCTU MOHTUPOBAHUS
¢alinoBoli CUCTEMBI /USr B pexXume "ToNbKOo Ans uteHus".

OrpaHuyeHvs Ha 3anmycK Npoueccos
CnepyeT OrpaHuymMTb WCMONb30BaHME B CUCTEMe MNaHWPOBLUMKA 3agay Cron M CpeacTs
nakeTHon o6paboTkn 3agaHuii. [Ons HOpManbHOro @YHKLUMOHUPOBAHMS CUCTEMbl MWHMMAabHO
HeobXoAUMbIM  ABMSIETCA pa3pelleHne MWCMNoSb30BaHMS TMJIAaHUPOBLUMKA 3adad Ccron M CpeacTsB
nakeTHonm o06paboTkm 3adaHuii TONLKO Nosb3oBaTento root. [Ansa 3Toro cneayet BbIMOJHUTb
cnepytouime KomaHabl (OT UMEHWM Cyrnepnosib3oBaTens):
echo root > /var/cron/allow

echo root > /var/at/at.allow

HacTpoika ceTeBblXx CEPBUCOB
HacTpoika ceTeBbiX CEPBUCOB 3aK/II0YAETCA B C/EAYIOLLIEM:

1. CnepyeTt orpaHnunTb (YHKLMOHANBHOCTb CETEBbLIX COeANHEHWUI. [ 3TOro oTpeaakTupymTe
onucaHms BCeX HeUCnonb3yeMbix CeTeBbiX cepBucoB (Mo kKpanHen ™epe telnet.plist, tftp.plist,
finger.plist n pgpyrue, ecnu wumetTCcsa) wu3 /Systemy/Library/LaunchDaemons/, p[o6aBuB CTpOKM
n3MeHMB 3HadeHue kntoda Disabled Ha true

<key>Disabled </key >

<true/>
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2. OTKNIOYNTD HEUCNosib3yeMble CeTeBble CepBUCHl, M CAyxbbl, 3amyckaeMbiXx MNpu cTapTe
CUCTeMbl, 3anycTuTb paboTy noacmucTeMbl accounting Ans KOHTPOASA 3amnyCcKaeMbIX MpoLecCcoB.

3. Echm  He nlaHuMpyeTCs  WUCMOAb30BaTb HAaCTpaMBaEeMbii  KOMMbIOTEP B  KaydecTBe
MapwpyTusaTopa, HeobxooMMO 3anpeTuTb MaplwpyTuM3auuilo, BbINOJHMB  KoMaHay sysctl -w
net.inet.ip.forwarding=0.

4. CnepyeT 3anpeTuTb NpUEM U3 BHELWHen ceTu "wupokoselwaTtenbHbix" (broadcast) nakeTtos,
a Takxe nepegavy OTBETOB Ha MpuUHATbIE "LWMpoKOBellaTesbHbie" nakeThbl.

5. 3anpetutb cynepnonb3oBatent goctyn no ftp, ana 3toro pobasutb "root" B ann
/etc/ftpusers

6. Ecnn nnaHupyeTca wucnosnb3oBaTb Ha HacTpamBaeMoM cepsepe cepsuc FTP, To cnepyet
co3pnaTb (oTpeaakTmpoBaTb) dain /etc/ftpusers co cnMCcKoM nonb3oBaTesnien, AN KOTOPbIX 3anpeLleH
OOCTyn K cepBepy no npotokony FTP. ®aiin umeeT TeKCTOBbIM (opMaT M JO/HKEH COoAepxXaTb Mo
OAHOMY MMeHM Mosib3oBaTenss B CTpoke. B cnmcke "sanpeweHHbix" nosb3oBaTenen, Kak MUHUMYM,
OO/DKHbI 6bITb MepeyncsieHbl cnegyowme MMeHa nosib3oBaTenen:

daemon uucp

bin nuucp
sys listen
adm nobody4
Ip nobody
smtp noaccess

7. Ons  orpaHW4YeHWss JoCTyna K CUCTEMHbIM dainaMm Ans  HenpuBWUIErMPOBaHHbIX
nosfib30BaTesiel, U3 KOMaAHAHOW CTPOKM ClieAyeT BbINOJIHUTL ClieAytolne KoMaHabl:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at
chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
8. Takxe cneayeT o6HYynnTb dnar SGID ans HEKOTOPbIX UCNONHSAEMbIX (haioB:
chmod g-s /usr/bin/mail
chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef
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chmod g-s /usr/sbin/wall

OrpaHu4yeHue Konm4decTtBa "BUANMON M3BHE" nHdoOpMaLMmM 0 cUcTeme
O6blMHO, HayanbHYylO WHMOPMAUWUID O CUCTEME MOTEHUMalbHbIA HapywuTenb nosydaeT w3
CUCTEMHBbIX MpUrMalleHnii, BbigaBaeMbIX ceTeBbiMU cnyxbamm cepBepa (telnet-cepsep, ftp-cepBep u
np.).

MoaToMy, K MepaM MO OrpaHM4YeHUo Koam4yecTBa "BMOAMMON M3BHE" MHdOpMauMm O cucTeme
OTHOCSATCSH:

e OTKa3 oT cTaHAapTHOro "saronoska", BbIBOAMMOro cepsepoM ftp nmpu oTBeTe Mosb3oBaTenio.
JocTuraetcsa ykasaHueMm B danne /etc/ftpwelcome cneayrowmnx AMpeKTmB:

BANNER=""

e PegakTupoBaHue dainnos /etc/issue, /etc/ftpbanner n /etc/motd c uenbo pasbsisCHEHUS
nonb3oBaTeNsaM npaBua M NOJIUTUKM JOCTyna K cepBepy ftp.

HacTpolika noAcucTeMbl NPOTOKOAMPOBAHNA U ayauTa

1. CnegyeT yAOCTOBEPUTCSH, 4UYTO TONbKO MNoJsib30BaTesib root mMeeT AOCTyn Ha 3anucb AN
cnepyouwmx dhannos:

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
/var/log/utmp
/var/log/utmpx

2. Ecnu Ha HacTpavBaeMOM cepBepe McnosibdyeTcss web-cepsep, TO cnepyeTt ybeanTbcs, 4To
ToNbko "Bnageneu" npouecca httpd meeTr gocTyn Ha 3anucb K npoTokonam httpd

3. OrpaHnumntb (C  yyeTOM BblIBpaHHOM B  OpraHusaumuM noamMTukM  6e3onacHoOCTU)
MCnonb3oBaHWe MoJsb3oBaTeNsiMM  KOMaHA su M sudo - npeaocTaBfieHMs  MOJSib30BaTesNto
aAMUWHNCTPATUBHbIX MOJTHOMOYWIA

4. CnepyeT NpoOTOKOMMPOBATb MOMbITKM MCMNOSb30BaHMS nporpamMMm su u sudo. [Ons aToro, B
dann /etc/syslog.conf cnegyet no6aButb 3annce:

auth.notice /var/log/authlog
nnm
auth.notice /var/log/authlog, @loghost

Bropas cTpoka aHanorMyHa nepBOW, HO YKa3bBAaeT, UTO MPOTOKON AOMOJSIHUTENBHO
nepegaeTcs Ha cepBep c60pa NPOTOKOJ/IOB.

Cnepyert obecneuuntb NMPOTOKONPOBaAHNE HeEyCNELWHbIX MOMbITOK pernctpaunm B CUCTEME B
NoKanebHOM npoTokone. 14 3Toro, cfiefyeT BbINOJIHUTL cefyolwme KoMaHabl:

touch /var/adm/loginlog
chown root /var/adm/loginlog ; chgrp wheel /var/adm/loginlog
chmod 644 /var/adm/loginlog

5. Ana  nNpOTOKOAMPOBaHUS CeTeBblX COEAWMHEHUN, KOHTpPONMpyeMbix AeMOHOM launchd
(Bknoyas gaty/BpeMsi coeanHeHus, IP-agpec kveHTa, yCTaHOBMBLUErO COegMHEHME U MMS CepBuUCa,
ob6cnyXuBawLLero coeanHeHne), oTpedakTUpynTe onucaHmsa ceteBbix cepBucos (telnet.plist, ftp.plist
n gpyrme, ecnm nMmerTtcsa) us /Systemy/Library/LaunchDaemons/, no6aBuB CTpoOKwM

<key>Debug</key >
<true/>

8.2. TpeboBaHMs NO pasMeLLEHNIO TEXHNYECKUX CpeAcTB C yCTaHoBAeHHbiM CK3U

Mpn pa3sMelleHNN TEXHUYECKUX CPeaCcTB C yCTaHoBieHHbIM CK3U:
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e [10/KHbI 6bTb MNPUHATLI MepPbl MO 3aWMUTE OT HECaHKLMOHUPOBAHHOIO AOCTyNa B NMOMELLeHus,
B KOTOPbIX pa3MelleHbl TEXHUYEeCKMe CcpeacTBa C ycTaHoB/ieHHbIM CK3W, MOCTOPOHHUX fivy, MO poay
CBOel AeATeNbHOCTU He ABASKLWMXCS NepCOoHanoM, AONylweHHbIM K paboTe B 3TMX nomeweHusx. B
cnyyae HeobxoAMMOCTU MNPUCYTCTBUS MOCTOPOHHMX ML, B YKa3aHHbIX MOMELeHUsSX A0JKeH 6bmb
obecneyeH KOHTPO/b 3a UX AEUCTBUSMU U obecrneyeHa HEBO3MOXHOCTb HeraTUBHbIX AEWACTBUIA C UX
cTopoHbl Ha CK3W, TexHuyeckme cpeacTtBa, Ha KOTopbiX 3akcnnyatupyetrca CK3U v 3awuviaemyio
mHdopMauuio.

e BHYTpeHHsIS NfaHWMpoBKa, pacrnosioXXEHWE W YKOMMIEKTOBAHHOCTb paboumx MecT B
NMoMeLlleHNsX AO/MKHbI obecrneymBaTb MCMOMHUTENAM  paboT, COXPAaHHOCTb AOBEPEHHbIX WM
KOHdUAEHUMANbHBIX AOKYMEHTOB W CBEAEHWI, BKJOUas KAOYEBYO MHDOpMaLUIO.

e B cnyyae nnaHupoBaHusa pasmeuweHns CK3W B nomelwleHusax, roe npucyTcTByeT peveBas,
aKycTuyeckas " BU3yasibHas nHdopmMaums, cofepxawas cBefeHus, cocTasnsoume
rocyaapCTBEHHYK TalHy, M (MnM) yCTaHOBJIEHbl TEeXHWMYecKuMe cpeacTBa WM CUCTEMblI MpueMma,
nepegayn, o6paboTkn, XpaHeHnss n oTobpaxeHus MHOpMauuKW, coaepXallen cCcBeneHus,
COCTaBMAOLWME TOCYAAPCTBEHHY TalHy, TexXHW4eckue cpeacTBa WMHOCTPaHHOro MpoM3BOACTBA, Ha
KOTOpPbIX (PYHKUMOHMPYIOT nporpamMmHble moayan CK3W, posmkHbl 6bMb NOABEPrHyTbl CheuuanbHOM
NpoBEpKe MO BbIIBJIEHUIO YCTPOMUCTB, NpeAHa3HauYeHHbIX AS HErNacHOro noayyeHus nHbopMaunum».
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9. TpeboBaHusa Mo KpunTorpauyeckon 3saluute

JOoMXKHbI BbINOSIHATLCS TpeboBaHMA MO Kpuntorpadudeckon sawmute pasgena 16 AOoKyMeHTa
XKTAM.00087-01 91 O1.

KOHKpPEeTHO A0/1XHbl BbINO/HATLCSA Tpe6OBaHVIFII

1. Ukcnonb3oBaHWe TOJIbKO JIMLEH3UOHHOIO CUCTEMHOIO MpOrpaMMHOro obecnedyeHus.

2. HacTpoiika onepauynoHHon cuctembl ana pabotel ¢ CK3U no n. 5

3.Mpu wmHcTannaumm CK3M  pomkHbl 6bmb  0becnedeHbl OpraHM3aLMOHHO-TEXHUYECKMe Mepbl Mo
VCKJTIOYEHMIO MOAMEHbI ANCTpubyTUBa U BHeceHus maMeHeHuii B CK3W nocrie yCTaHOBKMW.

4. UcknodeHne w3 nporpammHoro obecnedeHuss M2BM ¢ ycTaHoBneHHbiM CK3W cpeacts
oTNagKu.

5. Maponb, wucnonb3yembin An9 ayTeHTUdUKauuu nonb3oBaTenen, [o/KeH coaepXxaTb He
MeHee 6 CUMBOJIOB andasuTa MOWHOCTUM He MeHee 10. MepuoANYHOCTb CMeHbl Napons - He pexe
OAHOro pasa B 3 Mecsua.

6. MNepnoaAnNYHOCTb TECTOBOIMO0 KOHTpOs Kpuntorpaduyeckmnx dyHKUnm - 10 MUHYT.

7. BExxecyTo4yHada nepesarpyska [12BM.

8. NepuoanyHocTb ocTaHoBa [1O9BM ¢ o6sa3aTenbHON MNpOBEPKON CUCTEMbI OXaXXAeHus
rnpoueccopHoro 6noka N3BM - 1 mecsau.

9. 3anpewjaerca MCNosb3oBaTb pexum npocton 3ameHbl (ECB) TOCT 28147-89 pans
wndpoBaHns MHGOpMaLMN, KPpOMe KITIOUYEBOW.

10. JomkHO gaBaTbCs mpeaynpexaeHve 0 TOM, YTO MPU UCMONb30BaHUKN peXuMa WndpoBaHus
CRYPT_SIMPLEMIX_MODE w™maTepuan, o6pabaTtbiBaeMbli Ha OAHOM  KJlOYe, aBTOMATUYECKM
orpaHuuymMBaeTCs BenuYnHom 4 MB.

11. Npn dyHKUMOHUpOBaHMM CK3U [0MXKHbI BbINOMHATLCS TpeboBaHMSA 3KCMyaTalMOHHOM
AoKyMeHTaumn Ha MNAK 3awmtel ot HCA.

12. AomkHo 6bmb 3anpeweHo mcnonb3oBaHve CK3W ana 3awutbl TenedoHHbIX NeperoBopoB
6e3 NpuHATUSA B CUCTEMe Mep Mo 3awute oT MHPOPMATUBHOCTM NOBOUYHBIX KaHanoB, cneundunyeckux
npu nepegadve peuyw.

13. JomxHa 6bmb 3anpeuweHa pabota CK3M npu BKAKOYEeHHbIX B [19BM wTtaTHbIX CcpeacTBax
BbIXx0o4a B paauvoKaHan.

14. Mepea Hayanom pabotbl CK3N Heobx0aMMO NpPOBECTU KOHTPOSb LEeSIOCTHOCTMW.

15. KoHTponemM LenoCTHOCTU AOJIXKHbI 6bTb OXBayveHbl dansbl:

Mac OS

/opt/cprocsp/lib//libcades.l.dylib
/opt/cprocsp/bin//ocsputil
/opt/cprocsp/lib//libocspcli.4.dylib
/opt/cprocsp/bin//tsputil
/opt/cprocsp/bin//cryptcp
/opt/cprocsp/bin//certmgr
/opt/cprocsp/bin//inittst
/opt/cprocsp/bin//csptestf
/opt/cprocsp/bin//der2xer
/opt/cprocsp/lib//libcapi20.4.dylib
/opt/cprocsp/lib//libcpext.4.dylib
/opt/cprocsp/lib//libpkixcmp.4.dylib
/opt/cprocsp/lib//libasnldata.4.dylib
/opt/cprocsp/lib//libssp.4.dylib
/opt/cprocsp/lib//libpkivalidator.4.dylib
/opt/cprocsp/lib//libcplib.4.dylib
/opt/cprocsp/lib//libcpasnl.4.dylib
/opt/cprocsp/lib//libocsp.4.dylib
/opt/cprocsp/lib//libenroll.4.dylib
/opt/cprocsp/lib//libtsp.4.dylib
/opt/cprocsp/lib//libtspcli.4.dylib
/opt/cprocsp/lib//liburlretrieve.4.dylib
/opt/cprocsp/lib//libcpcdrv_emul.a
/opt/cprocsp/lib//libcsp.4.dylib
/opt/cprocsp/lib//librdrrndmbio tui.4.dylib
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/opt/cprocsp/bin//nmcades
/opt/cprocsp/lib//libcppcades.l.dylib
/opt/cprocsp/lib//libnpcades.l.dylib
/opt/cprocsp/lib//libxmlsecl.1l.dylib
/opt/cprocsp/lib//libxmlsecl-mscrypto.l.dylib
/opt/cprocsp/lib//libcppkesll.4.dylib
/opt/cprocsp/lib//librdremv.4.dylib
/opt/cprocsp/lib//librdresmarttoken.dylib
/opt/cprocsp/lib//librdresmarttokengost.dylib
/opt/cprocsp/lib//librdrrndmbio gui.4.dylib
/opt/cprocsp/lib//libosxcpui.4.dylib
/opt/cprocsp/lib//librdrpcsc.4.dylib
/opt/cprocsp/lib//librdrric.4.dylib
/opt/cprocsp/sbin//ccid _reg.sh
/opt/cprocsp/bin//cpverify
/opt/cprocsp/bin//wipefile
/opt/cprocsp/bin//csptest
/opt/cprocsp/lib//librdrrdr.4.dylib
/opt/cprocsp/lib//librdrrndm.4.dylib
/opt/cprocsp/lib//librdrsup.4.dylib
/opt/cprocsp/lib//librdrdsrf.4.dylib
/opt/cprocsp/lib//librdrfatl2.4.dylib
/opt/cprocsp/lib//libcapil0.4.dylib
/opt/cprocsp/lib//libcpui.4.dylib
/opt/cprocsp/sbin//unreg prov_type name.sh
/opt/cprocsp/sbin//cpconfig
/opt/cprocsp/sbin//mount flash.sh
/opt/cprocsp/lib//librsaenh.4.dylib
/opt/cprocsp/lib//librdrrtsupcp.4.dylib
/opt/cprocsp/bin//ssflicense
/opt/cprocsp/lib//libcpsapssf.l.dylib
/opt/cprocsp/sbin//stunnel fork
/opt/cprocsp/sbin//stunnel hsm
/opt/cprocsp/sbin//stunnel thread
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MpunoxxeHne 1. KOHTpOsb LENOCTHOCTM MPOrpaMMHOro obecreyeHns

B pononHeHne Kk aMcTpmbyTmBy MOCTaBNATCSA CKpunToBble dannbl integrity.sh, 3anyckom
KOTOPbIX MOXHO y6eanTbCs B LENOCTHOCTM ANCTpubyTuMBa A0 €ro yCTaHOBKMU.

MNporpammHoe ob6ecnedeHne CK3W Kpuntollpo CSP mMmeeT cpeactBa obecnedyeHMst KOHTpPoONs
uenoctHocTu MO CK3W, KoTOpble AO/MKHbI BbIMOJHAIOTCSA MEPUOANYECKMU.

Ecnu B pe3ynbrtaTe nepuoaMyecKoro KOHTPOAS LESIOCTHOCTU MOSABASETCS CoobuweHnsa o
HapyLeHUN LEeNIOCTHOCTU KOHTponupyemoro aina, nonb3oBaTesb 06s3aH npekpaTuTb paboTy w
06paTuUTbCa K aAMUHUCTPATOPY 6e30nacHOCTMU.

AaMuHucTpatop 6e30nacHoOCTW, NpoaHanM3uMpoBaB MPUYMHY, TMPUBEALLYID K HapyLUeHUIo
LUeoCTHOCTKU, AomkeH nepeycTaHoBuTb MO CK3U Kpuntollpo CSP ¢ auctpubyTuBa, wUam CUCTEMHOE
Mno.

Moaynb cpverify No3BoNsSieT OCYLWECTBNAATb KOHTPO/Jb LENOCTHOCTM  YCTaHOB/IEHHOMO
nporpamMMHoro o6ecnedeHusi. KOHTPO/b LLEIOCTHOCTM (DaiioB OCYLLECTBAAETCA Mpu 3arpyske daiina
Ha wucnosiHeHne (M MNepuoaMYecKM BO BPEMS BbIMOSIHEHMSA) WM MpPU PYyYHOM 3anycKe MNporpamMmbl
KOHTPO/A LENOCTHOCTMU.

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - nposepka
uenocTHocTn danna ¢ uMmeHem filename no naroputmy algid. Ecnn He ykasaH napameTp hashvalue, To
3HayeHMe XaWw-dyHKUMN Ans cpaBHeHus b6epetcs u3 danna <filename.hsh>. MapameTtp algid mMoxeT
npuHMMaTb 3HadeHus GR3411, GR3411_2012_256 n GR3411_2012_512. Ecnu algid He ykasaH, TO
ncnonb3syetca GR3411. [-inverted_halfbytes <inv>] ykasbBaeTcsa, ecnm nonybantel B hashvalue
nepeBepyTbl. [Mo-yMon4yaHuto inv yctaHasnmeaeTcsa B 1 ana GR3411 n B 0 gna GR3411_2012_256 wu
GR3411_2012_512.

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbMMCNEHME 3HAYEHUS X3LU
dyHkUuMn agna danna ¢ umeHem filename. [MapameTp algid MoxeT npuHMMaTb 3HadeHums GR3411,
GR3411_2012_256 wn GR3411_2012_512. Ecam algid He ykasaH, TOo wucnonblyetrcsa GR3411. [-
inverted_halfbytes <inv>] ykasbiBaeTcs, ecnm HeobxoauMMO nepeBepHyTb nonybanTbl B hashvalue.
Mo-yMonuyaHumio inv ycTaHaBnuBaetrca B 1 ana GR3411 m B 0 ana GR3411_2012_256 w
GR3411_2012_512.

cpverify -file_sign filename -cont cont_name [-pin password][-provhame Provname] [-
provtype Provtype] - noanucbiBaetr dann ¢ umeHem filename ¢ nomowbio KAwYa, B3SATOrO M3
KOHTelHepa ¢ nMeHeM cont_name. lNone password - naposfib 3awWuTbl KOHTenHepa. Mons Provname u
Provtype ykasbBalOT, KakoW npoBamaep Heobxoammo wucnonb3osatb. [lone Provtype ™oxeTt
npuHnuMaTb 3HadveHus 75,80 n 81. Ecnm Provtype He ykasaH, TO ucnonbsyetcs 75.

cpverify -file_verify filename [signval] -timestamp date - [posepseT noanuce danna c
mmeHeMm filename. Ecnm signval He ykasaH, TO 3HayeHue AaAns cpaBHeHus 6epetca u3 dalinia
<filename>.sgn. B none date Heob6xoaumo ykasaTb gaTy, koraa 6bia noanucb 6bla co3gaHa, B
dopmaTte dd.mm.yyyy.
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MpunoxeHve 2. YnpasieHne NpoTOKONIMPOBAHMEM

0N BKAKOYEHUS/OTKIOYEHUA 3HadeHune log ncnonbsymnte:

a) Mac OS
[Onsa 3apgaHns ypoBHS MpoOTOKoOa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHmsa popmaTa npoTokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp - format 0x19
[ns npocMoTpa MacKu TEKyLero ypoBHs u popMaTa nNpoToKosa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ana Mac OS ypoBHsa sapa
He nopaepxwuBaeTcs.

3HayeHMeM MapaMeTpa YpOBHb MPOTOKONa sBnsieTcs 6MToBas mMacka:
N_DB_ERROR = 1 # coobueHunsa o6 owmnbkax
N_DB LOG = 8 # coobu,eHnsa o BbBOBaXx

3HayeHneM napameTpa dopMaT NMpoTOoKosa aABnseTcs butosass Macka:
DBFMT_MODULE = 1 # BbiBOAUTb UMS MOAYNS

DBFMT_THREAD = 2 # BblBOAUTb HOMEP HUTKWU
DBFMT_FUNC = 8 # BbIBOAUTb UMSI DYHKLUN
DBFMT_TEXT = 0x10 # BbiBOAMTb CaMo coobuieHune
DBFMT_HEX 0x20 # BbBOAMTL HEX gamn
DBFMT_ERR 0x40 # BbBOAUTb GetlLastError
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	7. Всех пользователей ПЭВМ, которые не пользуются данной системой, и всех стандартных пользователей, которые создаются в Mac OS во время установки (таких, как "sys", "uucp", "nuucp", и "listen"), кроме пользователя root, следует удалить.
	8. В ОС Mac OS X существуют исполняемые файлы, которые запускаются с правами пользователя root. Эти файлы имеют установленный флаг SUID. Пользователь root должен определить, каким из этих файлов в рамках определенной в организации политики безопасност...
	9. При использовании СКЗИ ЖТЯИ.00087-01 на ПЭВМ, подключенных к общедоступным сетям связи, должны быть предприняты дополнительные меры, исключающие возможность несанкционированного доступа к системным ресурсам используемых операционных систем, к прогр...
	10. Право доступа к рабочим местам с установленным ПО СКЗИ «КриптоПро CSP» предоставляется только лицам, ознакомленным с правилами пользования и изучившим эксплуатационную документацию на программное обеспечение, имеющее в своем составе СКЗИ ЖТЯИ.0008...
	11. На технических средствах, оснащенных СКЗИ «КриптоПро CSP» должно использоваться только лицензионное программное обеспечение фирм-производителей.
	12. В BIOS определяются установки, исключающие возможность загрузки операционной системы, отличной от установленной на жестком диске: отключается возможность загрузки с гибкого диска, привода CD-ROM и прочие нестандартные виды загрузки ОС, включая сет...
	13. Средствами BIOS должна быть исключена возможность отключения пользователями ISA-устройств и PCI-устройств. Для исключения этой возможности вход в BIOS ЭВМ должен быть защищен паролем, к которому предъявляются те же требования, что и к паролю польз...
	14. До загрузки ОС должен быть реализован контроль целостности файлов, критичных для загрузки ОС и программы CPVERIFY.
	15. При загрузке ОС должен быть реализован контроль целостности программного обеспечения, входящего в состав СКЗИ ЖТЯИ.00087-01, самой ОС и всех исполняемых файлов, функционирующих совместно с СКЗИ с использованием программы CPVERIFY.
	16. Средствами BIOS должна быть исключена возможность работы на ЭВМ, если во время его начальной загрузки не проходят встроенные тесты ЭВМ (POST).
	17. На компьютере устанавливается только одна ОС. На компьютере не устанавливаются средств разработки и отладки ПО. Если средства отладки приложений нужны для технологических потребностей организации, то их использование должно быть санкционировано ад...
	18. Должно быть ограничено (с учетом выбранной в организации политики безопасности) использование пользователями команд cron и at – запуска команд в указанное время.
	19. Должно быть реализовано физическое затирание содержимого удаляемых файлов c использованием программы Wipefile из состава СКЗИ.
	20. Должны быть отключены сетевые протоколы, которые не используются на данной ЭВМ.
	21. В случае подключения ЭВМ с установленным СКЗИ к общедоступным сетям передачи данных должно быть отключено использование JavaScript, VBScript, ActiveX и других программных объектов, загружаемых из сети, в прикладных программах.
	22. Должны быть приняты меры по исключению несанкционированного доступа посторонних лиц в помещения, в которых установлены технические средства СКЗИ ЖТЯИ.00087-01, по роду своей деятельности не являющихся персоналом, допущенным к работе в указанных по...
	23. Должно быть запрещено оставлять без контроля вычислительные средства, на которых эксплуатируется СКЗИ ЖТЯИ.00087-01 после ввода ключевой информации. При уходе пользователя с рабочего места должно использоваться автоматическое включение парольной з...
	24. Из состава системы должно быть исключено оборудование, которое может создавать угрозу безопасности ОС Mac OS X. Также необходимо избегать использования нестандартных аппаратных средств, имеющих возможность влиять на функционирование компьютера или...
	25. После инсталляции ОС Mac OS X следует установить средствами операционной системы все рекомендованные программные обновления и программные обновления, связанные с безопасностью, существующие на момент инсталляции.
	26. На все директории, содержащие системные файлы ОС Mac OS X и каталоги   СКЗИ, необходимо установить права доступа, запрещающие всем пользователям, кроме Владельца (Owner), запись.
	27. В связи с тем, что аварийный дамп оперативной памяти может содержать криптографически опасную информацию, в прикладных программах, использующих СКЗИ, следует отключить возможность его создания с помощью функции setrlimit с параметром RLIMIT_CORE=0.
	28. В ОС Mac OS X используется виртуальная память. Область виртуальной памяти должна быть организована на отдельном жестком диске. По окончании работы СКЗИ содержимое виртуальной памяти должно затираться с использованием средств ОС. В случае аварийног...
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